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Introduction

Why ar.io?

The internet was designed to share information, not to preserve it. Web pages disappear.
Platforms shut down. Contentis altered or removed without notice. There is no structural
guarantee that data available today will remain unchanged or accessible tomorrow.

Arweave solved the storage layer by creating a permanent, immutable, decentralized data store
with an endowment model that sustains replication for hundreds of years. At the protocol level,
the storage problemis addressed.

Storage alone, however, is not a complete solution. Permanent data that cannot be found,
accessed, verified, orresolved to ahuman-readable address provides limited practical value. As
Al systems beginrelying onretrieved data for production decisions, as content provenance
becomes aregulatory concern, and as platforms continue to sunset without preserving what they
hosted, the need for areliable access and verification layer over permanent storage grows.

Ar.iois that layer. The remainder of this paper describes how it works.

What is ar.io?

Note: The ar.io network mainnet launched on February 20, 2025, and v3.0. O (described in this paper) hard-
forks the protocol to Solana. All dates, token unlock schedules, demand factors, and other time-
dependent values referenced herein are measured relative to that original launch date.

Ar.ioisthe world’s first permanent cloud network, providing the infrastructure to ensure data,
applications, and digital identities are timeless, tamper-proof, and universally accessible. Built on
the foundation of the Arweave storage network, ar.io forms a global ecosystem of gateways,
protocols, and services that connect users to the permaweb - a web where informationiis
permanent and free from centralized control.

The Ar.io Networkis an open, distributed, and ownerless system, supported by operators,
developers, and end-users from around the world. Its decentralized nodes, known as AR.|IO
Gateways, act as “Permanent Cloud Service Providers” delivering the critical services needed to
read, write, index and query data stored on the permaweb. These gateways provide a unified,
resilient interface between users and the permaweb, featuring a permanent domain name system
and seamless, location-independent access to permanent storage and applications.

Gateways operate using standardized protocols to maintain consistency across the network.
They also engage in an observation and reporting protocol to monitor performance and ensure
accountability, helping to maintain a healthy and reliable ecosystem.

The Ar.io Network is powered by a utility token, ARIO, which drives the network’s functionality and
accessibility. ARIO serves as a currency for services such as the Ar.io Name System (ArNS), staking
tojointhe network as a gateway operator, delegated staking, and as rewards for contributing to
the network’s performance and reliability.
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Together, these elements form the backbone of a permanent cloud network designed to
preserve data and expand the possibilities of the web.

1.3 TL;DR
This white paper details a decentralized and incentivized cloud network aimed at attracting more
gateways to the Arweave network therefore making the permanent web more accessible to all. At
the core of ar.io’sincentivization mechanism s the ARIO Token, an SPL Token on Solanaused as a
utility token forjoining the network, payments, gateway accountability, and protocol incentives.
The network features modular and composable gateway infrastructure in addition to the Ar.io
Name System (ArNS) - a system for assigning friendly domain names to permanent data.
Details pertaining to gateway configuration, the token contract, and specific settings orvalues
can be foundinthe supporting technical documentation, codebase repositories, and smart
contract state. Note that any value settings presented in this paper are initial values only, subject
to change through network testing and development.

1.4 Paper Outline
The remaining sections of this document have been organized as follows:

q Section 2: Outlines ‘The Foundation’ and its role in fostering the development of The Ar.io
Network and ecosystem.

q Section 3: Defines the Network Composition, including storage, compute, and service
layers that make up ar.io.

q Section4: Describes the ar.io Smart Contract.

q Section5: Introduces the ARIO Token, its functions, and its tokenomics.

q Section 6: Describes the critical role of stakingin the network.

q Section7: Details the components and functions of an ar.io gateway.

q Section 8: Details the structure and function of the gateway network.

q Section9: Describes the Ar.io Name System (ArNS) and how it bridges Arweave to a
friendly user experience.

q Section10: Overviews the network’s observation and incentive structure and how it
promotes gateways to adhere to network standards and maintain a high level of quality
andreliability.

q Section11: Concludes the paper.

q Section12: Contains a glossary and other appendixinformation.

Page5ofb56
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The Foundation

Overview

This sectionisintended as a brief overview of The AR.IO Foundation, formally incorporated as
Stichting AR.IO, a Dutch non-profit foundation. The creation and content of this white paper are
attributed to the Foundation. The Foundation’s complete constitution and mandate will be
released separately from this paper.

The AR.IO Foundationis dedicated to the stewardship and prosperity of The Ar.io Network and its
associated token ecosystem. It holds a non-revocable, exclusive license to promote the
development of the network, prioritizing the ecosystem's wellbeing, particularly the users.

Key strategies employed by the Foundation (with the assistance of third-party teams) in support
of the networkinclude:

Providing grants and incentive programs
Making strategic investments
Engagingindirect software development
Producing educational content

Conducting publicity and marketing initiatives
Forming partnerships

= =4 =8 -4 -4 =9

The Foundationis distinct from Permanent Data Solutions, Inc. (PDS), a for-profit software
developerbasedin the United States and the grantor of the network license. PDS is responsible
for developing The Ar.io Network and continues to independently create software solutions that
interact with both the Arweave and AR.IO networks. While PDS contributes to the network's
development, the Foundationis exclusively tasked with advocating for the network's health.

Guiding Philosophy

The Foundationis meant to serve as arallying point for the ecosystem to communicate, innovate,
and further progress. It avoids exerting undue influence over the network's economic
mechanisms. The Foundation adheres to the following principles:

1. Transparency: The Foundation commits to regular reporting, detailing activities such as
ARIO token sales, employee remuneration, expenditure, investments, and grants.

2. Rightto dissolve: The Foundation has the right to dissolve itself if desired. Thisis achieved
by enshrining in the bylaws of the Foundation’s legal structure a stipulation that it must be
disbanded if a majority vote isreached.

In summary, the AR.IO Foundation functions as the steward of the network, balancing its growth

and development with a commitment to the community's needs and the network's foundational
ethos. Its approach allows for adaptability while ensuring the ecosystem's stability and integrity.
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3 Network Composition

3.1 Overview
The ar.io network operates as a two-layer stack with applications built on top:
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Diagram 3. 1: The Permanent Cloud Stack

1. Storage Layer: Arweave
provides content-addressed, immutable data storage with Merkle proofs, funded by a
sustainable and protocolized endowment model.

2. Accesslayer: ar.io
provides global gateways for content delivery, dataretrieval, indexing, verification, app
hosting, and human-readable naming.

3. Application Layer
is what users and developers build on top: platforms, web applications, Al systems,
content management, and digital archives.

Arweave handles permanence. Ar.io handles access. Applications leverage both through
standard protocols and SDKs. The following sections describe each layer.

Ar.iointegrates decentralized protocols, services, and applications to power the permanent web
alongside the traditional internet. Foundational components like Arweave and Solana are
independently developed, while ar.io introduces essential services and incentives that enable
seamlessinteraction and accessibility.

3.2 Storage
Arweave is a decentralized Layer 1 data storage protocol designed for permanent storage
throughits proof-of-access mechanism and tokenomic endowment model.

Page7 of 56
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Data stored on Arweave isimmutable and globally replicated by a network of miner nodes. Unlike
traditional blockchains that link blocks in alinear sequence, Arweave uses a "blockweave"
structure that connects blocks into a web for efficient storage and retrieval. Miners secure this
blockweave by running the Succinct Proof of Random Access (SPoRA) algorithm, which requires
them to prove they can accessrandomly selected data to produce new blocks. Successful
miners are rewarded in Arweave's native AR token, derived from transaction fees and the
network's storage endowment, a protocol-controlled pool of tokens designed to fund storage
costs for200+ years.

Arweave is file type agnostic, supporting everything from text files toweb applications,
databases, and multimedia archives. Uploading data requires a one-time paymentin AR
proportionalto file size. There are no ongoing fees. Once stored, data persists without user
intervention.

Bundling extends the protocol's throughput by allowing multiple signed data items to be included
in a single transaction. These bundles follow the ANS-104 standard, which supports multiple
signature types from various blockchains including Arweave, Solana, and Ethereum. This cross-
chain signature support allows users to upload and sign data using wallets from their preferred
ecosystem.

Access

The Access Layer connects users and applications to permanent data through a decentralized
network of gateway nodes. Gateways are specialized nodes that optimize for usability and
performance, distinct from Arweave mining nodes that secure the blockweave. The gateway
software is open source and permissionless to operate. Anyone canrun one.

Gateways provide several core functions, including data retrieval and caching, transaction
indexing and querying, data verification with cryptographic proofs, human-readable name
resolution through the Ar.io Name System (ArNS), and application hosting. With RFC 942THTTP
Message Signatures, gateways can also cryptographically sign theirresponses, giving clients
non-repudiable records of what was served and by whom.

Gateways serve Arweave data directly and operate independently of the execution layer. If
Solana experiences downtime, gateways continue serving data and resolving names from local
state. This separation between data serving and protocol coordinationis a deliberate
architectural choice.

Gateway operators are sustained through ARIO token rewards and are held accountable through
a peerobservation protocol that monitors performance across the network (described in Section
10). The ar.io protocol executes on Solana, which provides the execution layer for staking, naming,
observation, and reward distribution. The protocol architecture is described in Section 4.

Application and Utility Layer
The Application Layeris what developers, users, and agents build on top of permanent storage
and decentralized access. Applications on ar.io fallinto several categories:
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Platforms and backends

APls, smart contracts, and server-side applications that use Arweave for permanent data
storage and ar.io forretrieval and naming. These range from content publishing systems to
data pipelines that require immutable records.

Web applications

Static sites, single-page applications, and progressive web apps hosted permanently on
Arweave and served through ar.io gateways. Once deployed, these applications remain
accessible without ongoing hosting costs or server maintenance.

Al systems

Large language models, autonomous agents, and retrieval-augmented generation (RAG)
pipelines that consume or produce data requiring verifiable provenance. Ar.io's signed
gateway responses (RFC 9421) provide audit trails for dataretrieved by Al systems, and
permanent storage ensures training data and model outputs remain available and
attributable.

Archives

Content management systems, digital asset management platforms, and document
management systems that use permanent storage forlong-term preservation. These
applications benefit from Arweave's immutability guarantees and ar.io's indexing and
retrieval services.

Developersinteract with the permanent cloud stack through the ar.io SDK, which abstracts the
underlying protocol operations into standard read and write interfaces. The SDK supports both
Solana and Arweave interactions, allowing applications to register names, upload data, query
gateway state, and verify responses through a single package.

Page 9 of 56
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4 The Ar.io Smart Contract

4.1 Overview
The ar.io smart contract encompasses all the functionality required to support the network’s
currency, utilities, and management. Written in Rust using the Anchor framework, the ar.io
protocolis deployed as a cohesive set of Solana programs - leveraging Solana’s high-throughput
validator network for execution and finality. Program bytecode is published onchain and
independently verifiable, keeping the ar.io protocol transparent and auditable by the community.

4.2 Solana Integration
The ar.io protocol runs as four Solana programs - ario-core, ario-gar, ario-arns, andario-ant -
that cooperate toimplement the network’s token logic, gateway registry, naming system, and
NFT-backed name ownership. Each program owns a well-defined domain andis invoked by
users, by the otherar.io programs via Cross-Program Invocation (CPI), or by an epoch cranker.

Data Users

Sed
()
Read, write and
verify data

Solana

Ar.io Network Programs

h
v

Wayfinder .
routing and ano-arns ario-ant
verification protocols
A

Ar.io
Network
upload, cache,
domains, index,
query, verification

Arweave

Network

permanent
storage

Infrastructure

Read and write
transactions

RPC . DA
Providers Validators Indexes

(Il

Smart Contract
Users

read and verify
data

Read, write and
verify data

Diagram 4.2: Solana Integration

Programs: 3ri0-core holds the ARIO token configuration and the protocol balance. ario-gar
maintains the Gateway Address Registry - including gateway staking, delegations, and
withdrawals - along with epoch state and the observation and reward-distribution logic. ario-
arns Manages the Name Registry, ArNS purchases, leases, and the dynamic pricing engine. ario-
ant implements Ar.io Name Tokens as Solana NFTs, which carry ownership of individual ArNS
names and their configuration. Keeping these domains in separate programs bounds each
program’s account set, makes upgrades independently reviewable, and allows external
protocols to compose against any one surface.
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Accounts and PDAs: Solana stores all state inaccountsrather thanin a single contract state
object. The ar.io protocol uses Program-Derived Addresses (PDAs) - deterministic, program-
owned accounts - to hold config, epochs, gateways, names, and delegations. Two large
accounts are organized as zero-copy registries so the protocol can enumerate them onchain: the
GatewayRegistryiNario-gar.andthe NameRegistryinario-arns. ARIO balances are heldin
standard SPL Token accounts, so any Solana-native wallet or application can hold, transfer, or
observe ARIO using the same tooling it uses forany other SPL token.

Transactions and Instructions: Users interact with the ar.io protocol by submitting Solana
transactions signed with Ed25519 keypairs. A transactionis a list of one ormore instructions
executed atomically - if any instruction fails, the entire transactionis reverted. This lets a single
transaction compose several protocol actions (for example, staking to a gateway and purchasing
an ArNS name) into one all-or-nothing atomic operation, and lets protocol operations be bundled
withnon-ar.ioinstructions such as SPL token transfers or swaps.

Cross-Program Invocation (CPI): The four ar.io programs callinto one another through CPI. For
example, an ArNS purchasein ario-arns iNnvokes ario-core to debit ARIO from the buyerand
credit the protocol balance, and invokes ario-ant to mintthe ANT NFT representing the
purchased name. This keeps each program’s responsibilities isolated while preserving atomicity -
a failure anywhere in the chain reverts every state change the transaction would have made.

State Reads: Clients and gateways read protocol state directly from the Solana cluster via
standard RPC methods (getAccountInfo, getProgramAccounts) and, for higher-throughput or
indexed queries, via hosted indexer APIs such as Helius’s Digital Asset Standard (DAS) endpoints.
Because accounts are cluster-wide data, any validator or RPC provider can serve the current
state without a protocol-specific computationlayer.

Consensus and Finality: Execution and ordering are provided by the Solana validator network.
Transactions are ordered by the current leader, propagated through the cluster, and marked
finalized once they reach supermajority vote confirmation. The ar.io protocol inherits Solana’s
liveness, throughput, and finality guarantees directly and does not operate its own message-
sequencing or compute layer.

4.3 Gas Fees
Because the ar.io protocol runs on Solana, every interaction with itis a Solana transaction and
incurs Solana network fees denominated in SOL. These fees are paid to Solanavalidators and are
independent of any protocol-level fees denominatedin ARIO. Two categories apply:
1. Transaction Fees: Every interaction with the ar.io protocol (e.g., token transfers, staking,
ArNS purchases)is submitted as a Solana transaction and pays a small native fee in SOL to
the validatorthatincludesit. These fees are set by the Solana protocol and apply uniformly
to any transaction onthe cluster.
2. Account Rent: Solanarequires a minimum SOL balance - “rent” - to be deposited on any
account thatholds state, in proportion to the account’s size. Forexample, spawning a new
ANT requires a one-time rent deposit in SOL alongside the standard transaction fee, in
additionto any ARIO-denominated protocol fees forthe name purchase. The rent deposit
is held by the account andisrecoverable if the accountis later closed. In this way, “rent”
actsmore like arefundable security deposit than a recurring fee.
Pagellof 56
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4.4

Contract State

The ar.io protocol state is decomposed into a set of onchain accounts stored on Solana, each
owned by one of the ar.io programs and addressed by a Program Derived Address (PDA).
Togetherthese accounts form the immutable database of record forar.io. Rather than a single
global state object, the modelis partitioned across purpose-specific accounts - registries, per-
entity accounts, and standard SPL Token accounts - that programs read and mutate atomically
via Cross-Program Invocation.

Two onchainregistries support enumeration of the network’s core entities: the Gateway Registry,
and the ArNS Name Registry. Other protocol state - balances, vaults, observations, distributions,

pricing parameters - lives in separate accounts as described below.

The state consists of, but is notlimited to, the following structures:

Data Structure

Contract State Structure

Definition
The friendly name of the token, shownin block explorers and

Name
marketplaces.
Version The semantic version number of the contract.
Alist of all Ar.io Name System records and their corresponding
Records \
attributes.
Unlocked ARIO holdings are held in standard SPL Token accounts on
Balances . .
Solana, one perholder, ratherthaninanin-protocol balance table.
Alist of nestedlists of token vaults, each with an end date at which the
Vaults vaulted tokens are unlocked for transfer. Vaults have the option to be
revokable by the sender/initiator.
Reserved Alist of reserved ArNS names.
Gateways The Gateway Address Registry, which contains all active gateways, their

stakes, and their delegates.

Observations

The healthreports and failure summaries submitted by observers foran
epoch.

Prescribed
Observers

The observers selected/ prescribed to perform observation duties fora
given epoch.

Distributions

All gateways that have received token rewards for each epoch they
participatedin.

Base
Registration
Fees

The fundamental price for ArNS names, varying by characterlength,
adjusted by step pricing. These are the Genesis Fees at network launch.

Demand
Factoring

Usedtotrack the demand for ArNS and dynamically update the prices of
names.

Table 4.4: Contract State Data Structures

4.5 Time-Dependent State

Some ar.io contract features depend on the passage of time to drive changesin state. These
include:

Pagel12of 56
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Availability of reserved names
Purchase prices of names
Lease expiration statuses
Protocol reward distributions
Vaulted tokenunlocks

= =4 =8 -4 =

On Solana, timeisread from the Clock sysvar, which exposes the current slot and a Unix
timestamp (in seconds) derived from validator consensus. Protocollogic that depends on the
passage of time uses these values asits reference, independent of the Arweave blockchain
system.

On Solana, the ar.io protocol has no automatic or global state ticker. Time-dependent state
changes - vault unlocks, lease expirations, demand factorupdates, and similar transitions - are
evaluated lazily when the relevant account is next accessed by aninstruction that reads or
mutatesit. Because Solana programs execute only when invoked by a transaction, any such
transitionis realized at the moment of access ratherthan on arecurring schedule.

Epoch transitions, which coordinate observation and reward activity across the network, are
driven by a permissionless six-step pipeline - create_epoch, tally_weights, prescribe_epoch,
save_observations, distribute_epoch, and close_epoch. Each stepis a distinct instruction that
any party may submit; the protocol’s cranker service performs them on cadence, but the pipeline
is open to anyone willing to pay the Solana transaction fees to advance it.

Reads - whethervia RPC queries orindexers - always return the current committed state of the
relevant account. Any lazy transition that has not yet beenrealized by an access transactionis
reflectedin state only after that transaction commits; clients that need a time-adjusted viewin
the interim compute it offchain from the committed state and the current Clock sysvar values.

4.5.1 Cranking
Because the ar.io protocol has no automatic state ticker on Solana, epoch transitions are
advanced by cranker services. A cranker can be any client that submits the instructions in the six-
step epoch pipeline once their required preconditions are met.
Eachinstructionis submitted as a separate, permissionless Solana transaction. There is no
privileged “tick” account, scheduled job, or on-chain timer. Instead, the role is filled by any party
willing to pay the Solana transaction fees required to advance the pipeline.
Why the Pipeline Uses Multiple Transactions
The epoch pipeline is split across multiple transactions because Solana’s per-transaction
compute and account-size limits prevent the network’s full gateway set from being processed
atomically in a single transaction.
Two steps are batched:
1 tally_weights
¢ distribute_epoch
Each batched transaction processes up to fifteen gateways and resumes across subsequent
calls using cursors stored on the epoch account.
Pagel3of 56
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The remaining four steps each fitin a single transaction:

q create_epoch

1 prescribe_epoch

1 save_observations
1 close_epoch

Driving one fullepoch to completion requires roughly thirty transactions.

Permissionless and Idempotent Execution
Crankingis both permissionless and idempotent. Each step is gated by an on-chain flag, such as:

1 weilghts_tallied
q prescriptions_done
q rewards_distributed

These flags prevent a completed step from being executed again. If acompleted stepis
submitted a second time, the transactionis rejected, with the submitter paying only the failed
transactionfee.

This allows multiple crankerinstances to run at the same time without coordination or conflict.
Thatredundancyis intentional: it removes the cranker from the protocol’s trust surface.

If one cranker stops responding, any other party can continue advancing the pipeline. This
includes gateway operators, who have a direct economic incentive to ensure rewards are
distributed for the work performed during theirepoch.

Reference Implementations
There are two maintained reference crankerimplementations:
q Standalone cranker service
o Intendedforoperatorswho want dedicated crankerinfrastructure.
q Observer-embedded crankermode
o Builtintothe ar.io observerso gateways canhandle epoch progression alongside
their normal observation duties.

Bothimplementations submit the same on-chain transactions. The choice between themiis purely
operational.

Anyone may permissionlessly implement their own cranker using the public instructioninterface.

Pagel4of56
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4.6

Settings

The ar.io programs carry settings as constants within their source code. Changing any of these
values requires a program upgrade signed by the upgrade authority and redeployed onchain;
there is no runtime governance knob that can alter them. When the upgrade authority is
permanently revoked, the programs become fullyimmutable and these settings canno longer
change by any mechanism. This ensures that important network parameters cannot be tampered
with orchanged without serious consideration and intent.

The table below shows representative examples of settings which would require a program
upgrade to modify:

Example Protocol Settings

Number of Decimals | Token

Example ‘ Category Description

The number of decimal places to translate token
units to sub-units.

The maximum amount of time that aname can be

Maxyears ArNS leased.
Max name length ArNS The maximum characterlength of aname.
Minimum Stake Network The minimum amount of ARIO staked tojoina

gateway to the network.

Max Observersper | Observationand | The maximum number of observers that are
Epoch Incentive prescribed each epoch.

Epoch Duration

Observationand | The number of seconds that must elapse for an
Incentive epochto complete andincentives distributed.

4.7

4.8

Pagel50of56

Table 4.6: Example Protocol Settings

Protocol Balance

The Protocol Balance is the primary sink and source of ARIO tokens circulating through the Ar.io
Network. This balance is akin to a central vault or wallet programmatically encodedinto the
network’s smart contract from which ArNS revenue is accumulated and incentive rewards are
distributed.

The Protocol Balance is held onchain under the control of the ar.io protocol: only the protocol
itself can distribute tokens from this balance. Should a user or organization desire, tokens can
even be sent directly into this balance to support the reward protocol and ecosystem.

Contract Immutability and Upgrades

The ar.io protocolis designed to be immutable: its programs are deployed onchain and, once fully
immutable, theirlogic cannot be altered by any party, including their original authors. Immutability
isnotincidental - it is the guarantee that lets users, name holders, gateway operators, and
builders rely onthe protocol.

When anupgrade is necessary, a protocol forkis initiated to propose changes. Forks must
prioritize three things: ensuring the code is properly upgraded, aligning the community on the
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upgrade’s purpose, and maintaining the full integrity of the parent contract’s state. This
collaborative approach reflects the community-driven philosophy of Arweave Draft 17, which
emphasizes participationin protocol evolution.

Critically, this process requires users, gateway operators, and other participants to actively optin
to any change through node and software adoption rather than being upgraded silently by parties
with key access. The diagram below (inspired by Draft 17) represents how a “pro-social” upgrade
fork should be approached.

Data from _»l ario
parent fork -
[y 1
I |
n+1 : n+l :
| |
oot nm i 1
Parent Fork Unifying Fork

Diagram 4.8: Ar.io Network Fork Process

Separately, in cases where the Arweave base layer or the Solana network itself undergoes a
validator-level hard fork (a chain split distinct from any ar.io protocol upgrade discussed above),
the ar.io contract will continue to exist on both the original and the forked networks. This situation
requires the ar.io community - including the Foundation, gateway operators, and end users - to
carefully evaluate the nature of the fork and determine its alignment with ar.io’s core principles.

Inall such cases, the long-term health of the network and its foundational values should guide the
community’sresponse.
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5 The ARIO Token

5.1 Overview
ARIO is a Solana SPL token that powers ar.io and its suite of permanent cloud applications across
its multiple functions. The ARIO Token uses, including:

q Gateway Participation: Gateway operators must stake ARIO tokens to join and actively
participate in the network.

q Eligibility for Protocol Rewards: Both individuals who stake tokens as gateway operators
and those who delegate tokens to a gateway are positioned to receive protocol rewards.

q ArNS Name Purchases: Acquiring friendly names through the Ar.io Name System (ArNS)
requires ARIO tokens. These transactions directly contribute to the protocol, with the
proceeds being redistributed through the Observation and Incentive Protocol.

q Universal Currency: Within the ar.io ecosystem, ARIO tokens serve as a versatile currency,
enabling network participants to make purchases and exchange value.

Moreover, ARIO tokens play a crucial role in driving ecosystem growth, fueling incentive
programs, investments, bounties, and grants designed for active participants.

5.2 Supply and Allocation
At genesis, the full total fixed supply of 1,000,000,000 (one billion) ARIO, with sub-unit micro
ARIO (; ARIO) where one (1) ARIO = 1,000,000 ARIO, will be created and allocated to the
following general categories:

Core Contributors

S 17.08%

Ecosystem and
Strategic
Partnerships

28.63% _

T Early Backers
20.29%

Foundation _
10.00%

Initial Protocol _~"

Reward Balance |
&.50% W Community

Distribution
17.50%

Chart 5.2: ARIO Token Allocation
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ARIO Token Allocation

Item ‘ Allocation (ARIO) % of Total

Core Contributors 170,787,000 17.08%
Early Backers 202,909,825 20.29%
Community Distribution 175,000,000 17.50%
Initial Protocol Reward Balance 65,000,000 6.50%
Foundation 100,000,000 10.00%
Ecosystem and Strategic Partnerships 286,303,175 28.63%
Total: 1,000,000,000 | 100.00%

Table 5.2: ARIO Token Allocation

The protocol shall have a fixed total token supply - as such, the smart contract’s mint authority
shall be revoked. A protocol fork will be required should the community determine that an
adjustment to the token supply is needed to support the ecosystem’s growth and wellbeing.

Token Unlock Schedule

Token allocations forthe Core Contributors, Backers, Foundation, and Ecosystem are subject to
unlocking schedules. These tokens can be in either of the following states:

1. Locked: cannotbe transferred, used for ArNS purchases, gateway staking, or delegated
staking.
2. Unlocked: full functionality available.

The charts below summarize vesting and unlock schedule of the full token supply. Note that these
beginfrom the network’s original genesis (mainnet launch) date.
ARIO Token Unlock Schedule (Months 0 to 36)
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Chart 5.3-1: ARIO Token Unlock Schedule (Months O to 36)
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ARIO Token Unlock Schedule (Months 36 to 72)
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Chart 5.3-2: ARIO Token Unlock Schedule (Months 36 to 72)

Community Distribution

A portion of tokens have been set aside for “Community Distribution” for bootstrapping network
adoptionthrough various mechanisms such as airdrops. The rules, eligibility, and distribution
mechanism shall be determined by the Foundation and disclosed accordingly.

Initial Protocol Reward Balance

To spurthe network’s protocol reward distributions and make it attractive for gateway operators
to participate, especially during the network’s early stages, an allocation of tokens will be “pre-
loaded” into the protocol balance at launch. These tokens will act as a form of circulating supply
inflation as the tokens will be locked in the protocol balance and subject to the rules of the reward
distribution. Once distributed as rewards, the tokens will be unlocked and thereby increase the
total circulating supply. Referto Section 10 for additional details around the incentive and reward
distribution protocol.

Note that the protocolbalanceis heldina PDA-owned SPL token account on Solana and can

therefore be topped up by the Foundation or anyone else, providing additional funds to support
network incentives and ensure sustained participation and growth.
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Staking

Overview
Staking tokens within ar.io serves a dual primary purpose: it signifies a public commitment by
gateway operators and qualifies them and their delegates for reward distributions.

Inar.io, "staking" refers to the process of locking a specified amount of ARIO tokens into a
protocol-controlled vault. This act signifies an opportunity cost for the staker, actingbothasa
motivator and a public pledge to uphold the network's collective interests. Once staked, tokens
remain locked until the stakerinitiates an 'unstake / withdraw’ action orreaches the end of the
vault’s lock period.

Itisimportant to note that the ARIO Token is non-inflationary, distinguishing ar.io’s staking
mechanism from yield-generation tools found in other protocols. Staking in this context is about
eligibility for potential rewards rather than direct tokenyield. By staking tokens, gateway
operators (and their delegates) demonstrate theircommitment to the network, thereby gaining
eligibility for protocol-driven rewards and access to the network’s shared resources.

Details on the network benefits and reward distributions associated with staking are further
elaborated throughout this paper.

Gateway Staking

A gateway operator must stake tokens to join their gateway to the network, which not only makes
them eligible for protocol rewards but also promotes network reliability. This staking requirement
reassures users and developers of the gateway's commitment to the network’s objectives, and
gateways that adhere to or surpass network performance standards become eligible for these
rewards. Gateway operators may increase their stake above the minimum, known as excess
stake. A gateway’s total stake is impacted the following epoch once excess stake isadded or
removed.

Gateway operators shall have the optionto “cancel” their excess stake withdrawal action if still
within the withdrawal period and have the stake immediately re-staked to the original gateway.

The protocolimposes specific values for gateway staking, including:

Gateway Staking Values

Function Description

The gateway registry has a maximum
capacity of gateways; if the registry is full,
new gateways cannot join until existing
onesleave.

Minimum number of tokens required fora
Network Join Stake gateway tojoin the network (i.e., minimum 20,000 ARIO
gateway token stake).

3,000

Maximum Gateways
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Gateway Staking Values

Function Description
Minimum withdrawal time before a gateway
operator can withdraw excess stake tokens

Excess Operator Stake from their gateway.

Withdraw Duration 30 days

Note that this withdrawal periodis also
applied when a gateway leaves the
network.

Minimum duration fora gateway to
Network Leave Duration | completely leave the network and have the 90 days
network join stake returned to the operator.

Table 6.2: Gateway Staking Values

Delegated Staking

To promote participation from a wider audience, the network shall allow anyone with available
ARIO tokens to partake in delegated staking. Inthis, users can choose to take partin the risk and
rewards of gateway operations by staking their tokens with an active gateway (or multiple
gateways) through an act known as delegating. By delegating tokens to a gateway, a user
increases the overall stake of that gateway. A delegated staker proxies their stake to gateways
and therefore entrusts gateway operators to utilize that stake in maintaining a quality of service
befitting the permaweb.

As protocolrewards are accumulated by a gateway, they can be distributed proportionately
among its delegates. This ensures that the rewards are shared fairly, reflecting each delegate's
contributionto the gateway's stake.

Additionally, gateway operators may choose to provide their delegates with non-protocolized
incentives. These can take the form of faster data access, privileged data access, and other “off-
chain perks”.

Delegates have the flexibility to adjust their stakes, either by increasing them, or partially, or fully
withdrawing them, subject to a minimum stake withdrawal period. Delegated stakers can use this
withdraw stake action as a form of recourse should a gateway operator act maliciously.
Delegated stakers shall have the optionto “cancel” their stake withdrawal actionif still within the
withdrawal period and have the stake immediately re-staked to the original gateway. If a gateway
leaves oris removed from the network, delegates must individually claim their stakes via the
protocol, subject to withdrawal delays.

Gateway operators retain the discretion to enable or disable delegated staking and can set
specific criteria for accepting delegated stakes, including restrictions on wallet addresses (allow
list) and minimum stake amount limits. A gateway must already be part of the network to accept
delegated stakes.

Existing delegated stakes are “grandfatheredin” if settings change. Forexample, if a gateway
increases its minimum stake above the amount of existing delegates, those stakes remain
unaffected, but grandfathered delegates can only add or fully withdraw stake; partial reductions
below the new minimum are not allowed.
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The protocol imposes specific values for delegated staking, including:

Delegated Staking Values

Constant Description

Minimum number of tokens that canbe
Global Minimum delegatedto a gateway. 10 ARIO
Delegated Stake Gateway operators shall have the optionto

setahighervalue.

Gateway-specific selected percentage of
protocol rewards to be shared
proportionally amongstits delegates. It can 0t095%

Delegate Reward Share

Ratio be thought of as the inverse of
“commission”.
Minimum duration it takes for a delegated
Withdraw Delegated staker to’W|thdraW dellegated tpkens. A
. gateway’s total stake isimmediately 30 days
Stake Duration : .
impacted once delegated stake isremoved
orreduced.
Maximum Delegate The maximum number of unique delegates
. 10,000
Count that can stake to a single gateway.

Table 6.3: Delegated Staking Values

Note that any changes made by a gateway toits delegated stake settings during an epoch go
into effect the following epoch. Forexample, if a gateway previously accepting delegates
decidesto disable this setting, existing delegates will have their stake returned after the minimum
withdrawal duration starting the next epoch.

If a gateway has delegated stakers and disables “allow delegated staking,” all delegates will have
theirtokens withdrawn, reducing the gateway's total delegated stake to O. The gateway cannot
re-enable delegated staking until all previous delegates have been withdrawn. This
disincentivizes gateways from frequently toggling the setting to remove delegates.

Stake Redelegation

This feature enables existing stakers to reallocate their staked tokens between gateways, known
asredelegation. Both delegated stakers and gateway operators with excess stake (stake above
the minimum network-join requirement) can take advantage of this feature. Redelegationis
intended to offerusers flexibility and the ability to respond to changing network conditions.

Restrictions:

q Fees:To balance flexibility with network stability, users are entitled to one (1) free
redelegation every seven (7) days from their last redelegation action. Additional
redelegations within this timeframe incur percentage-based protocol fees, increasingin
10% increments with each redelegation:

o Redelegationl:Nofee
Redelegation 2:10% fee
Redelegation 3: 20% fee
...capped at 60%

O O O
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All fees collected fromredelegations are sent to the protocol balance.

Allredelegations must respect minimum stake requirements at both the source and
destination gateways.

Vaulted tokensinthe withdrawal process may also be redelegated, inline with the above
conditions.

A gateway operator may redelegate stake from one gateway to theirown operator stake.
Gateway minimum network-join stakes are not eligible forredelegation.

6.5 Redeeming Stake for ArNS

Staked tokens generally have restricted liquidity to maintain a healthy degree of stability in the
network. However, an exception to theserestrictions allows both delegated stakers and gateway
operators toredeem eligible staked tokens to fund specific ArNS-related services. By leveraging
their stake, participants can further engage with ArNS, strengthening the name system’s utilization
and impact across the network.

Eligible ArNS Interactions:

Purchasinganame

Extending alease

Upgrading alease to permabuy
Increasing undernames capacity
Requesting (setting) a primary name

Funding Mechanisms:
Each ArNS purchase is funded from a single source, specified by the user at the time of purchase:

1.
2.

Balance (Default): The user’s liquid ARIO token balance funds the purchase.

Delegated Stake: A specified active delegated stake or withdrawing delegated stake
from a single gateway funds the purchase.

Operator Stake: A gateway operator’s excess operator stake or withdrawing excess stake
from a single gateway funds the purchase.

Any: A combination of balance, stake withdrawal vaults, and active stakesisusedto fund
the operation. Balances are always drawn first, followed by stakes in a specific order.

In"any" and "stakes" funding modes, the user’s liquid balance is drawn first; any remaining shortfall
is drawn from staked sources in most-liquid to least-liquid order ("stakes" mode skips the balance
step), specifically:

1.
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Draw from active withdrawal vaults: any vault owned by the useris eligible - delegate-
stake vaults and operator-stake decrease vaults alike - ordered from earliest end
timestamp to latest.

Draw from active stakes in excess of the minimum: this includes delegated stakes across
gateways and, for users running their own gateway, their excess operator stake (above the
operatorminimum). Sources are ordered from the gateway at which the userhas the most
excess stake downto the least.

Draw from active minimum stakes: starting with the stake at the gateway with the lowest
performance ratio (worst-performing first) and working up to the highest. If draining a
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delegation below the gateway’s minimum delegation amount leaves a positive remainder,
that remainderis moved into a new withdrawal vault at the gateway with the standard 30-
day lock.

To address transaction size limits, a single funding plan may draw from at most five (5) sourcesin
total and at most three (3) distinct delegation gateways, and at most one (1) operator-stake
source. If the chosen sources cannot cover the full purchase within these limits, the transaction is
rejected with a structured insufficient-funds error reporting the shortfall and the per-source
amounts available and no balances or stakes are modified. Users with stake spread across

multiple gateways or sources may not submit separate transactions to fund a purchase from
each.

Restrictions:
q NoAdditional Fees: ArNS interactions using staked tokens do notimpose additional fees.
q Minimum Stake Requirements: Reallocations must respect minimum stake requirements
atthe source gateway.
q Eligible Stake Sources: Active delegated stakes and gateway operator excess stake may
be usedfor ArNS interactions. A gateway’s minimum network-join stake is not eligible for
redemption.

6.6 Expedited Withdrawal Fees

Gateway operators and delegated stakers can shorten the standard withdrawal delay period
afterinitiating a withdrawal (or being placed into an automatic withdrawal by protocol
mechanisms); this actionis subject to a dynamic fee. At any point during the delay, users can
choose to expedite access to their pending withdrawal tokens by paying a fee to the protocol
balance, calculated based on how much sooner they want to receive their funds. Once triggered,
the tokens are returned immediately to the user’s wallet.

Fee Structure:

q The maximum fee starts at 50% if the user opts for animmediate withdrawal at the
beginning of the withdrawal period.

q Thefee decreaseslinearly over the course of the standard withdrawal delay, reaching a
minimum of 10% by the final day of the withdrawal window:

Fee (%) = maxFee - [(maxFee - minFee) x elapsedTime] / totalWithdrawTime

A gateway’s minimum stake is held as operator stake and is not withdrawable while the gateway is
active; only stake above the minimum (excess stake) can be placed into a withdrawal during
normal operation. When a gateway voluntarily leaves the network, the minimum stake becomes
anexit vaultand is NOT eligible for expedited withdrawal. If a gateway is instead removed from the
network for sustained poor performance (see Section 10), the minimum stake is slashed to the
protocol balance andis therefore unrecoverable; any excess stake the operator held above the
minimum becomes a standard withdrawal and remains eligible for expedited withdrawal.
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7 Gateway Architecture

71 Overview
Gateways are the workhorses of the Ar.io Network. Theirprimary role is to act as a bridge between
the Arweave network and the outside world. This means that a gateway's main task is to make it
easier forusers tointeract with the Arweave network by simplifying the technical processes of
writing, reading, and discovering data on the blockweave in a trust-minimized fashion.

7.2 Gateway Functions
The functions of an ar.io gateway are broken down into the following categories:

Writing data involves:
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